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Probabilistic Programs

Automatic Verification of Probabilistic Loops
How and in which cases can we automate the wp-calculus?

What about the ert-calculus for expected runtimes?

How: Quantitative Loop Invariants.

In which cases: Restrict to a certain class of probabilistic loops and expectations.

Motivation:

Verification of Randomized Algorithms and Stochastic Processes

Kevin Batz Automated Weakest Preexpectations
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Probabilistic Programs

The Bounded Retransmission Protocol [Helmink et al. '93, D’ Argenio et al. "97]

Goal: Sent file of N packets via lossy channel.
Transmitting a single packet fails with some probability, say 0.01.

Allow for at most F retransmission tries per packet; otherwise fail.

sent := 0; fail := 0; totalFail := 0;
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Probabilistic Programs

The Bounded Retransmission Protocol [Helmink et al. '93, D’ Argenio et al. "97]

Goal: Sent file of N packets via lossy channel.
Transmitting a single packet fails with some probability, say 0.01.

Allow for at most F retransmission tries per packet; otherwise fail.

sent := 0; fail := 0; totalFail := 0;
while (sent < N A fail < F){
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Probabilistic Programs

The Bounded Retransmission Protocol [Helmink et al. '93, D’ Argenio et al. "97]

Goal: Sent file of N packets via lossy channel.
Transmitting a single packet fails with some probability, say 0.01.

Allow for at most F retransmission tries per packet; otherwise fail.

sent := 0; fail := 0; totalFail := 0;
while (sent < N A fail < F){
{ fail := fail +1; totalFail := totalFail +1 }{0.01]

failed transmission
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The Bounded Retransmission Protocol [Helmink et al. '93, D’ Argenio et al. "97]

Goal: Sent file of N packets via lossy channel.
Transmitting a single packet fails with some probability, say 0.01.

Allow for at most F retransmission tries per packet; otherwise fail.

sent := 0; fail := 0; totalFail := 0;
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Probabilistic Programs

Optimal Discrete Uniform Generation from Coin Flips [Lumbroso "13]

Sample uniformly from {0, ...,n — 1} using fair coin flips only.

v=1;¢c:=0;term :=0;

while (term =0) {

v:i=2-v;
{c=2-c}[1/2]{c:=2-c+1};
if (v>n){

if (c<n) {term:=1}

else {vi=v—n;ci=c—n}
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Optimal Discrete Uniform Generation from Coin Flips [Lumbroso "13]

Sample uniformly from {0, ...,n — 1} using fair coin flips only.

v=1;¢c:=0;term :=0;

while (term =0) {

v:i=2-v;
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if (v>n){

if (c<n) {term:=1}
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Probabilistic Programs

Probabilistic Programs

Recap: Weakest Preexpectations & Loop Invariants
Automatic Verification of Probabilistic Loops
Improved Automatic Verification of Probabilistic Loops
Invariant Synthesis

Conclusion
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Recap: Weakest Preexpectations & Loop Invariants

Weakest Preexpectation Reasoning

What is the expected value of program variable x after termination?
What is the probability of reaching a state fail = F?

What is the termination probability?

B Automated Weakest Preexpectations
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Consider the complete lattice (E, C) of expectations:

E = {f | f: States — R%}
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)
Weakest preexpectation transformer:

wp[C[: E—E  wp[C](f) (0)
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

of f w.r.t. distribution of final states

wp[C]: E — E wp[C] (f) (U) = reached Conco
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

expected value of f w.r.t. distribution of final states
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Kevin Batz Automated Weakest Preexpectations



Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

expected value of f w.r.t. distribution of final states

wplC]: E — wpCT (f) (o) = reached after executing C on o

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{skip } [1/2] {x:=x+2}](x)
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

expected value of f w.r.t. distribution of final states

wplC]: E — wpCT (f) (o) = reached after executing C on o

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{skip} [1/2] {x=x+2}](x) = 1/2-x+1/2-(x+2)
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

expected value of f w.r.t. distribution of final states

wplC]: E — wpCT (f) (o) = reached after executing C on o

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{skip} [1/2] {x=x4+2}](x) = 1/2-x+1/2-(x+2) = x+1
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

of f w.r.t. distribution of final states

wp[C]: E — E wp[C] (f) (U) = reached Conco

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{skip} [1/2] {x=x4+2}](x) = 1/2-x+1/2-(x+2) = x+1
wp[{skip} [1/2] {x = x+2}] ([x = 4))
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

of f w.r.t. distribution of final states

wp[C]: E — E wp[C] (f) (U) = reached Conco

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{ skip } [1/2] {x = x+2}] (x)
wp[{skip } [1/2] {x = x+2}] ([x = 4])

2.x+1/2-(x+2) = x+1
2. [x =4]+1/2- [x = 2]
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

of f w.r.t. distribution of final states

wp[C]: E — E wp[C] (f) (U) = reached Conco

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{skip} [1/2] {x=x4+2}](x) = 1/2-x+1/2-(x+2) = x+1
wp[{skip} [1/2] {x =x+2}]([x=4]) = V/2-[x=4]+1/2-[x =2]
wp[while (c=1){c=0[1/2]x:=x+1}](x)
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Recap: Weakest Preexpectations & Loop Invariants

Consider the complete lattice (E, C) of expectations:
E = {f | f: States — R%} with  fC ¢ iff Vo € States: f(0) < g(0)

Weakest preexpectation transformer:

of f w.r.t. distribution of final states

wp[C]: E — E wp[C] (f) (U) = reached Conco

In this lecture, we restrict to computable postexpectations f: States — Q.

wp[{skip} [1/2] {x=x4+2}](x) = 1/2-x+1/2-(x+2) = x+1
wp[{skip} [1/2] {x =x+2}]([x=4]) = V/2-[x=4]+1/2-[x =2]
wpwhile(c=1){c=0[1/2]x=x+1}](x) = [c=1]-(x+1)+[c#1]-x

Kevin Batz Automated Weakest Preexpectations



Recap: Weakest Preexpectations & Loop Invariants

C wp [C] (f)

skip f

x=a flx/a]

GG wp[C1] (wp[Ca] (f))
{G}p]{C} p-wp[Gi] (f) + (1 —p)-wp[C] (f)
if (¢) {C1}else {C} [@] - wp[C1] (f) + [~¢] - wp[C2] (f)
while (¢ ) {body} Ifp e [=9] - f + [¢] - wp[body] (1)

The Ifp is taken w.r.t. C on expectations.
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Recap: Weakest Preexpectations & Loop Invariants

C wp [C] (f)

skip f

xX:=a flx/a]

C1; G wp[C1] (wp[C2] (f))
{Grrl{C} p-wp[Ci] (f) + (1= p) -wp[Co] (f)
if (¢) {Ci} else {Cr} [¢] - wp[Ch] (f) + [=¢] - wplC2] (f)
while (¢ ) { body } Itp he [—g] - f + @] - wp[body] (h)

The Ifp is taken w.r.t. C on expectations.

Kevin Batz Automated Weakest Preexpectations



Recap: Weakest Preexpectations & Loop Invariants

i (y=5) {

{skip} [1/2] {x:=x+2}

}else{

x=5
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Recap: Weakest Preexpectations & Loop Invariants

if (y=5){

{skip} [1/2] {x:=x+2}

}else{

x=5

}

] x x is the postexpectation
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Recap: Weakest Preexpectations & Loop Invariants

if (y=5){

{skip} [1/2] {x:=x+2}
x

}else{

x=5
 x
}

] x x is the postexpectation
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Recap: Weakest Preexpectations & Loop Invariants

if (y=5){

{skip} [1/2] {x:=x+2}
w x
}else{
/R
x:=25
 x
}

] x x is the postexpectation
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Recap: Weakest Preexpectations & Loop Invariants

if (y=5){
W x+1
{skip} [1/2] {x:=x+2}
x
}else{
s
x=25
x
}
] x x is the postexpectation

B Automated Weakest Preexpectations



Recap: Weakest Preexpectations & Loop Invariants

Mly=>5]-(x+1)+[y#5]-5 this is wp[C] (x)
if (y=5){
M x+1
{skip} [1/2] {x:=x+2}
a x
}else{
/B
x:=5
/s
}

] x x is the postexpectation
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Recap: Weakest Preexpectations & Loop Invariants

Mly=>5]-(x+1)+[y#5]-5 this is wp[C] (x)
if (y=5){
M x+1
{skip} [1/2] {x:=x+2}
a x
}else{
/B
x:=5
/s
}

] x x is the postexpectation

Observation: Determining wp for loop-free programs is automatable.

B Automated Weakest Preexpectations



Recap: Weakest Preexpectations & Loop Invariants

c wp [C] (f)

skip f

xi=a flx/a]

C1; G wp[C1] (wp[C2] (f))
{CGr]{C} p-wp[Ci] (f) + (1 —p) - wp[Co] (f)
if (@) {Ci}else {C} [@] - wp[C1] (f) + [=o] - wp[Co] (f)
while (¢ ) {body } Ifp he [~9] - f + [¢] - wp[[body] (h)

Observation: Determining wp for loop-free programs is automatable.

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

c wp [C] (f)

skip f

X:=a f[x/a]

Ci; G wp[C1] (wp[C2] (f))
{Ci}p){C) p-wplCal () + (1 - p) - wpl[Ca] ()
if (9) {C1} else {2} (] - wplC11 () + [~] - wplC2] ()
while (¢ ) {body } Ifp he [~9] - f + [¢] - wp[[body] (h)

Observation: Determining wp for loop-free programs is automatable.

This does not hold for loops (Lec. 13). How to tackle the verification of loops?

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

Veritying Probabilistic Loops

... by means of quantitative loop invariants.

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

Goal: Given computable expectations f, g, verify that wp[while (¢ ) { body }] (f) C g.
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Recap: Weakest Preexpectations & Loop Invariants

Goal: Given computable expectations f, g, verify that wp[while (¢ ) { body }] (f) C g.

Example: wp[bounded retransmission protocol] ([fail = F]) T 0.0001
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Recap: Weakest Preexpectations & Loop Invariants

Goal: Given computable expectations f, g, verify that wp[while (¢ ) { body }] (f) C g.
Example: wp[bounded retransmission protocol] ([fail = F]) T 0.0001

Problem: for wp[while (¢ ) { body }] (f) = Ifp ®f, where

P E—=E, @(h) = [~¢]- f+[¢] - wp[body] (1) ,
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Recap: Weakest Preexpectations & Loop Invariants

Goal: Given computable expectations f, g, verify that wp[while (¢ ) { body }] (f) C g.
Example: wp[bounded retransmission protocol] ([fail = F]) T 0.0001

Problem: for wp[while (¢ ) { body }] (f) = Ifp ®f, where
O E—= B, ®¢(h) = [~9]-f+[¢] - wp[body] (n) ,

Ifp @ is uncomputable in general (Lec. 13).
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Recap: Weakest Preexpectations & Loop Invariants

Goal: Given computable expectations f, g, verify that wp[while (¢ ) { body }] (f) C g.
Example: wp[bounded retransmission protocol] ([fail = F]) T 0.0001

Problem: for wp[while (¢ ) { body }] (f) = Ifp ®f, where
O E—= B, ®¢(h) = [~9]-f+[¢] - wp[body] (n) ,

Ifp © ¢ is uncomputable in general (Lec. 13).

Solution: Quantitative Loop Invariants

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

wp[while (@) { body }] (f) = Ifp ¢, where

O E—E, ®p(h) =[~g]-f+[g] - wp[body] (h)

Theorem (Superinvariants for Loops)

Let I € [E. We have

O(I)ET implies  wp[while (¢ ){body }](f)CI.

I is wp-superinvariant

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

wp[while (@) { body }] (f) = Ifp ¢, where

O E—E, @p(h)=[~9] f+[p] wplbody] (h)
Theorem (Superinvariants for Loops)
Let I € E. We have

O(I)ET implies  wp[while (¢ ){body }](f)CI.
Ii S———— o
1S wp-supermvarian

Loop invariants reduce reasoning about loops to reasoning about one loop iteration.

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2] x =x+1}] (x)

B Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while(c=1){c==0[1/2]x:=x+1}](x) Clc#1] - x+[c=1] - (x+1)

B Automated Weakest Preexpectations

14



Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while(c=1){c=0[1/2]x:=x+1}](x) Clc#1]-x+[c=1] - (x+1)

choose as superinvariant I

B Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2]x=x+1}J(x) C[c #1] - x+[c=1]-(x+1)

choose as superinvariant I

O (I)=[c#1]-x+[c=1]-wp|body] (I)
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2]x=x+1}J(x) C[c #1] - x+[c=1]-(x+1)

choose as superinvariant I

while(c=1){

{c=0}[12]{x=x+1}
Mle=1 - (x+1)+[c#1] -x
}
Oull) = [c #1] - x+[c = 1] -wpllbody] (1)

Kevin Batz Automated Weakest Preexpectations
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while(c=1){c=0[1/2]x:=x+1}](x) Clc#1]-x+[c=1] - (x+1)

choose as superinvariant [
while (c=1){
M2 (x+[c=1]-(x+2)+[c#1] - (x+1))
{c=0}[12]{x=x+1}
Mle=1 - (x+1)+[c#1] -x
¥

O (I)=[c#1]-x+[c=1]-wp|body] (I)
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2]x=x+1}J(x) C[c #1] - x+[c=1]-(x+1)

choose as superinvariant [
while(c=1){
B2 (x4 le=1]-(x+2)+[c £1] - (x+1))
{c=0}[12]{x=x+1}
Mle=1 - (x+1)+[c#1] -x
}

O (I)=[c#1]-x+[c=1]-wp|body] (I)
=[c#1 - x+[c=1]-(1/2 (x+[c=1] (x+2)+[c£1]-(x+1))) T I
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2]x=x+1}J(x) C[c #1] - x+[c=1]-(x+1)

choose as superinvariant [
while(c=1){
B2 (x4 le=1]-(x+2)+[c £1] - (x+1))
{c=0}[12]{x=x+1}
Mle=1 - (x+1)+[c#1] -x
}

O (I)=[c#1]-x+[c=1]-wp|body] (I)
=[c#1 x+[c=1-(1/2 (x+[c=1] (x+2)+[c£1]-(x+1)) T IV
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2]x=x+1}J(x) C[c #1] - x+[c=1]-(x+1)

choose as superinvariant [
while (c=1){
M2 (x+le=1]-(x+2)+[c#1]- (x+1))
{c=0}[12]{x=x+1}
Mle=1 - (x+1)+[c#1] -x
¥

O (I)=[c#1]-x+[c=1]-wp|body] (I)
=c#1-x+[c=1]- (V2 - (x+[c=1] - (x+2)+[c#1]-(x+1)) T IV

When and how is this decidable?
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Recap: Weakest Preexpectations & Loop Invariants

Goal: wp[while (¢ =1){c:=0[1/2]x=x+1}J(x) C[c #1] - x+[c=1]-(x+1)

choose as superinvariant [
while(c=1){
B2 (x4l =1]-(x+2)+[c £1] - (x+1))
{c=0}[12]{x=x+1}
Mle=1 - (x+1)+[c#1] -x
}
1) = e # 1] - x -+ e = 1] -wplbody] (1)

=[c#1 - x+[c=1]-(1/2 (x+[c=1] (x+2)+[c£1]-(x+1)) T IV
When and how is this decidable?

Being able to decide ®¢(I) C I enables automatic verification of loops.
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Automatic Verification of Probabilistic Loops

Automatic Verification of Loops
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Automatic Verification of Probabilistic Loops

Automatic Verification of Loops

... by restricting expectations f, I and loops while ( ¢ ) { body } such that

the wp-superinvariant condition ®(I) C I is decidable.
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

f = [¢p1]-e1+...+ [¢n] -en ,where
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

f = lgi]-e1+...+ [¢n] -en ,where

1. each ¢; is a Boolean combination of linear (in)equalities over Vars,

» [c#1]-x+[c=1]-(x+1) € LinExp
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1. each ¢; is a Boolean combination of linear (in)equalities over Vars,
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The set LinExp of piecewise linear expectations consists of all expectations f of the form

f = [¢p1]-e1+...+ [¢n] -en ,where

1. each ¢; is a Boolean combination of linear (in)equalities over Vars,
2. each ¢; is a linear expression over Vars with Vo € States: 0 = ¢; = ¢;(0) > 0,

3. the @; partition the state space: for all ¢ € States we have o |= ¢; for exactly one j.

» [c#1]-x+[c=1]-(x+1) € LinExp
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

f = [¢p1]-e1+...+ [¢n] -en ,where

1. each ¢; is a Boolean combination of linear (in)equalities over Vars,

2. each ¢; is a linear expression over Vars with Vo € States: 0 = ¢; = ¢;(0) > 0,

«®

the ¢; partition the state space: for all ¢ € States we have ¢ = ¢; for exactly one j.

[c#1]-x+[c=1]-(x+1) € LinExp
c#1]-(x-y)+[c=1]-(x+1) & LinExp

vV Y
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

f = [¢p1]-e1+...+ [¢n] -en ,where

1. each ¢; is a Boolean combination of linear (in)equalities over Vars,
2. each ¢; is a linear expression over Vars with Vo € States: 0 = ¢; = ¢;(0) > 0,

3. the @; partition the state space: for all ¢ € States we have o |= ¢; for exactly one j.

» [c#1]-x+[c=1]-(x+1) € LinExp
> c#1]-(x-y)+[c=1]-(x+1) & LinExp
[x >1]-x+4[x > 2] -y & LinExp

v
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

v

v

Kevin Batz

f = [¢p1]-e1+...+ [¢n] -en ,where

. each ¢; is a Boolean combination of linear (in)equalities over Vars,

each ¢; is a linear expression over Vars with Vo € States: 0 |= ¢; = ¢;(0) > 0,

the ¢; partition the state space: for all ¢ € States we have ¢ = ¢; for exactly one j.

[c#1]-x+[c=1]-(x+1) € LinExp
c#1]-(x-y)+[c=1]-(x+1) & LinExp
[x >1]-x4 [x > 2] -y & LinExp but
[x>1Ax>2]-(x+y)
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

v

v
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f = [¢p1]-e1+...+ [¢n] -en ,where

. each ¢; is a Boolean combination of linear (in)equalities over Vars,

each ¢; is a linear expression over Vars with Vo € States: 0 |= ¢; = ¢;(0) > 0,

the ¢; partition the state space: for all ¢ € States we have ¢ = ¢; for exactly one j.

[c#1]-x+[c=1]-(x+1) € LinExp
c#1]-(x-y)+[c=1]-(x+1) & LinExp
[x >1]-x4 [x > 2] -y & LinExp but
[x>1Ax>2] - (x+y)+[x>1Ax #2]-x
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Automatic Verification of Probabilistic Loops

Definition

The set LinExp of piecewise linear expectations consists of all expectations f of the form

v

v

Kevin Batz

f = [¢p1]-e1+...+ [¢n] -en ,where

. each ¢; is a Boolean combination of linear (in)equalities over Vars,

each ¢; is a linear expression over Vars with Vo € States: 0 |= ¢; = ¢;(0) > 0,

the ¢; partition the state space: for all ¢ € States we have ¢ = ¢; for exactly one j.

[c#1]-x+[c=1]-(x+1) € LinExp
c#1]-(x-y)+[c=1]-(x+1) & LinExp

[x >1]-x4 [x > 2] -y & LinExp but
x>1Ax>2]-(x+y)+[x>1TAx 22]-x+[x 21Ax #2]-0€ LinExp
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Automatic Verification of Probabilistic Loops

Definition
Aloop while (@) { body } is called linear if body is loop-free and all expressions occurring

in ¢ and body are linear.
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Automatic Verification of Probabilistic Loops

Definition
Aloop while (@) { body } is called linear if body is loop-free and all expressions occurring

in ¢ and body are linear.

The following loop is linear:

while (term =0){

v:i=2-7;
{c=2-c}[12]{c=2-c+1};
if (v>n){

if (c<n) {term:=1}
else {vi=v—n;c:=c—n}

'}
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Automatic Verification of Probabilistic Loops

Definition
Aloop while (@) { body } is called linear if body is loop-free and all expressions occurring

in ¢ and body are linear.
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Automatic Verification of Probabilistic Loops

Definition
Aloop while (@) { body } is called linear if body is loop-free and all expressions occurring

in ¢ and body are linear.

Lemma

Let f, I € LinExp and let while (@) { body } be linear. Then ®(I) € LinExp.
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Automatic Verification of Probabilistic Loops

Definition
Aloop while (@) { body } is called linear if body is loop-free and all expressions occurring

in ¢ and body are linear.

Lemma

Let f, I € LinExp and let while (@) { body } be linear. Then ®(I) € LinExp.

Lemma

For f,g € LinExp, it is decidable whether f T g holds.
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Automatic Verification of Probabilistic Loops

Definition
Aloop while (@) { body } is called linear if body is loop-free and all expressions occurring

in ¢ and body are linear.

Lemma

Let f, I € LinExp and let while (@) { body } be linear. Then ®(I) € LinExp.

Lemma

For f,g € LinExp, it is decidable whether f T g holds.

Theorem

Let f, I € LinExp and let while (¢ ) { body } be linear. Then ®¢(I) C I is decidable.
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with

f=lp1]-e1+...+[@n]-en and g= 1] a1+ ...+ [Pu] - an

Goal: Decide whether f C ¢ holds.
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with

f=le1]-e1+...+[pn]-en and g=[¢1] a;+...

Goal: Decide whether f C ¢ holds.

Idea: Compute logical formula ® over Vars such that

FCo  iff

+ 74’//1} “Am
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with
f=lp1]-e1+...+[pu] -en and g=

Goal: Decide whether f C ¢ holds.

Idea: Compute logical formula ® over Vars such that

fC iff Vo € States: 0 |= ©

decidable usir?g existing tools

Kevin Batz Automated Weakest Preexpectations 19
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with

f=lp1]-e1+...+[@n]-en and g= 1] a1+ ...+ [Pu] - an

Goal: Decide whether f C ¢ holds.
fC g iff forallo € States: f(0) < (o)

iff forallo € Statesand all ¢;, ;- (o = ¢
——
fo)=ei(o)
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with
f=le1]-e1+...+[pn]-en and g= 1] ay+...+[Pul an

Goal: Decide whether f C ¢ holds.
fC g iff forallo € States: f(0) < g(0)
iff forallo € Statesandall ¢, ;: (0= ¢; and o =1, )
——

——
flo)=e;(0) g(o)=a;(0)
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with
f=le1]-e1+...+[pn]-en and g= 1] ay+...+[Pul an

Goal: Decide whether f C ¢ holds.
fC g iff forallo € States: f(0) < g(0)
iff forallo € Statesandall ¢;,);: ( 0= ¢; and o |= ¢, ) impliese;(0) < (o)
——

——
flo)=e;(0) g(o)=a;(0)
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with
f=lpi]-e1+...4+[pu]-en and g=

Goal: Decide whether f C ¢ holds.

fC g iff forallo € States: f(0) <

iff forallo € Statesandall ¢;,¢);: ( 0 |=¢; and 0 |=
~—— N——
flo)=ei(o) =

=

iff forallo € States: o= (piNY;) —e; <

i=1

formula of linear inequalities

) implies ¢; () <
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Automatic Verification of Probabilistic Loops

Given: f, ¢ € LinExp with
f=lp1]-e1+...+[pu] -en and g=

Goal: Decide whether f C ¢ holds.

fC g iff forallo € States: f(0) <

iff forallo € Statesand all ¢;,);: ( 0 |=¢; and ¢ |= ¢, ) implies ¢;(0) <
flo)=ei(0) =

=

iff forallo € States: o= (piNY;) —e; <

i=1

formula of linear inequalities

The latter problem is decidable using Satisfiability Modulo Theories techniques.”

“https://www.microsoft.com/en-us/research/project/z3-3/
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically.
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Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically.

Given f, I € LinExp, and linear while ( ¢ ) { body }:
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically.
Given f, I € LinExp, and linear while ( ¢ ) { body }:

1. Compute ®¢(I) € LinExp.
2. If CIDf(I) C I, then return verify;
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically.
Given f, I € LinExp, and linear while ( ¢ ) { body }:

1. Compute ®¢(I) € LinExp.

2. Ifd f( I) C I, then return verify; otherwise return inconclusive.
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically.

Given f, I € LinExp, and linear while ( ¢ ) { body }:
1. Compute ®¢(I) € LinExp.

2. If ®¢(I) C I, then return verify; otherwise return inconclusive.

Question: What to do if ®¢(I) C I does not hold?
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Automatic Verification of Probabilistic Loops
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically. Problem: Not every upper bound is a superinvariant:

wp[while(c=1){c=0[1/2]x:=x+1}](x) C x+1
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically. Problem: Not every upper bound is a superinvariant:

wp[while(c=1){c=0[1/2]x:=x+1}](x) C x+1

We have
Py(x+1) = [c#1] - x+[c=1]-(x+15)
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically. Problem: Not every upper bound is a superinvariant:

wp[while(c=1){c=0[1/2]x:=x+1}](x) C x+1

We have
Oy(x+1) = [c#1]-x+[c=1]-(x+15) Z x+1.
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically. Problem: Not every upper bound is a superinvariant:

wp[while(c=1){c=0[1/2]x:=x+1}](x) C x+1

We have
Oy(x+1) = [c#1]-x+[c=1]-(x+15) Z x+1.

Even though Ifp &y C x + 1 we have ®,(x +1) Z x + 1!
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Automatic Verification of Probabilistic Loops

Hence, our example
wp[while (c=1){c=0[12]x:=x+1}](x) C [c#1]-x+[c=1]-(x+1)

can be verified automatically. Problem: Not every upper bound is a superinvariant:

wp[while(c=1){c=0[1/2]x:=x+1}](x) C x+1

We have
Py(x+1) = [c#1]-x+[c=1]-(x+15) £ x+1.

Even though Ifp @, C x + 1 we have ®,(x+1) L x + 1!

Mitigate this problem using a more powerful proof rule: k-induction.

B Automated Weakest Preexpectations

22



Improved Automatic Verification of Probabilistic Loops

Improved Automatic Verification of Loops

... by means of k-induction.
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Improved Automatic Verification of Probabilistic Loops

Given 1, /i € E, define their pointwise minimum by h/' = Ac.min{h(c), /' (o) }.
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Improved Automatic Verification of Probabilistic Loops

Given 1, /i € E, define their pointwise minimum by h/' = Ac.min{h(c), /' (o) }.

Example:

c#1]-x+[c=1]-(x+15) Nx+1
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Improved Automatic Verification of Probabilistic Loops

Given 1, /i € E, define their pointwise minimum by h/' = Ac.min{h(c), /' (o) }.

Example:

c#1]-x+[c=1-(x+15 Nx+1 = [c#1]-x
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Improved Automatic Verification of Probabilistic Loops

Given 1, /i € E, define their pointwise minimum by h/' = Ac.min{h(c), /' (o) }.

Example:

c#1]-x+[c=1-(x+15 Nx+1 = [c#1]-x+[c=1]-(x+1)
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Improved Automatic Verification of Probabilistic Loops

Given i, /i" € E, define their pointwise minimum by h 1
Theorem

For f,1 € E and loop C = while (¢ ) { body }, it holds:

= Ac.min{h(c),

» l-induction: ®f(I) C I implies wp[while (¢ ) {body }] (f) E I

Kevin Batz Automated Weakest Preexpectations
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Improved Automatic Verification of Probabilistic Loops

Given I, /I € E, define their pointwise minimum by h /" = Ac. min{h(c),
Theorem
For f,1 € E and loop C = while (¢ ) { body }, it holds:

» l-induction: ®f(I) C I implies wp[while (¢ ) {body }] (f) E I

> 2-induction:  @p(Dp(I) M) C I implies wp[while (¢ ) {body }] (f) E I
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Improved Automatic Verification of Probabilistic Loops

Given I, /I € E, define their pointwise minimum by h /" = Ac. min{h(c), 1.
Theorem
For f,1 € E and loop C = while (¢ ) { body }, it holds:

» l-induction: ®f(I) C I implies wp[while (¢ ) {body }] (f) E I

> 2-induction:  @p(Dp(I) M) C I implies wp[while (¢ ) {body }] (f) E I

> 3-induction: @¢(Ps(Pp(I)MI)MI) C Iimplies wp[while (¢ ){body }](f) C 1
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Improved Automatic Verification of Probabilistic Loops

Given I, /I € E, define their pointwise minimum by h /" = Ac. min{h(c), 1.
Theorem
For f,1 € E and loop C = while (¢ ) { body }, it holds:
» l-induction: ®f(I) C I implies wp[while (¢ ) {body }] (f) E I
> 2-induction:  @p(Dp(I) M) C I implies wp[while (¢ ) {body }] (f) E I
> 3-induction: @¢(Ps(Pp(I)MI)MI) C Iimplies wp[while (¢ ){body }](f) C 1
> ..

Kevin Batz Automated Weakest Preexpectations

25



Improved Automatic Verification of Probabilistic Loops

Given I, /I € E, define their pointwise minimum by h /" = Ac. min{h(c), 1.
Theorem
For f,1 € E and loop C = while (¢ ) { body }, it holds:
» l-induction: ®f(I) C I implies wp[while (¢ ) {body }] (f) E I
> 2-induction:  @p(Dp(I) M) C I implies wp[while (@) {body }] (f) E I
> 3-induction: @¢(Ps(Pp(I)MI)MI) C Iimplies wp[while (¢ ){body }](f) C 1
> ..

Theorem

For f,I € LinExp, linear C, and k > 1, the condition for k-induction is decidable.

Follows from the fact that for i, i’ € LinExp, one can compute h k" € LinExp.
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Improved Automatic Verification of Probabilistic Loops

Back to our example
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
l-induction fails:

Oy(x+1)=[c#1] - x+[c#1]- (x+15) ZLx+1

B Automated Weakest Preexpectations

26



Improved Automatic Verification of Probabilistic Loops

Back to our example
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
1-induction fails:
Oy(x+1)=[c#A1 -x+[c#1] - (x+15) Lx+1
Now consider 2-induction:

q)x(q)x(x+ 1) M x+ ])
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Improved Automatic Verification of Probabilistic Loops

Back to our example
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
1-induction fails:
Oy(x+1)=[c#A1 -x+[c#1] - (x+15) Lx+1
Now consider 2-induction:

Oy (Py(x+1) Max+1) = Ox([c#1] - x+[c=1]-(x+15) M x+1)
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Improved Automatic Verification of Probabilistic Loops

Back to our example

wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,

1-induction fails:

Oy(x+1)=[c#A1 -x+[c#1] - (x+15) Lx+1

Now consider 2-induction:

P (Dy(x+1) Mx+1) = Py([c#1]-x+]c
= Oy ([c#1 x+[c=

1]-(x+1.5) N x+1)
1] (x+1)
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Improved Automatic Verification of Probabilistic Loops

Back to our example
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
1l-induction fails:
Oy(x+1)=[c#A1 -x+[c#1] - (x+15) Lx+1

Now consider 2-induction:

Oy (Py(x+1) Max+1) = Ox([c#1] - x+[c=1]-(x+15) M x+1)
= (e A x+[c=1]-(x+1))
= [c#1]-x+[c=1 -(x+1) C x+1
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Improved Automatic Verification of Probabilistic Loops

Back to our example
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
1l-induction fails:
Oy(x+1)=[c#A1 -x+[c#1] - (x+15) Lx+1

Now consider 2-induction:

Oy (Py(x+1) Max+1) = Ox([c#1] - x+[c=1]-(x+15) M x+1)
= (e A x+[c=1]-(x+1))
= [lc#1] - x+[c=1 -(x+1) C x+1V
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Improved Automatic Verification of Probabilistic Loops

Back to our example
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
1-induction fails:
Oy(x+1)=[c#1] - x+[c#1]- (x+15) ZLx+1
Now consider 2-induction:

Dy (Or(x+1) M +1) = Oy(fc#1]-x+ | ] (x4+15) M x+1)

c=1
= Oulfe A1 x+[c=1]- (x+1))
= [c#1]-x+[c=1-(x+1) C x+1

k-induction is more powerful and decidable in the linear setting.
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Improved Automatic Verification of Probabilistic Loops

We have implemented k-induction for probabilistic loops:

KIPRO2: k-Induction for PRObabilistic PROgrams!

Ihttps://github.com/moves-ruth/kipro2
Kevin Batz Automated Weakest Preexpectations
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Improved Automatic Verification of Probabilistic Loops

We have implemented k-induction for probabilistic loops:

KIPRO2: k-Induction for PRObabilistic PROgrams!

Given piecewise linear f, I and linear while (¢ ) { body }, kipro2 aims to verify

wp[while (@) {body }] (f) C I

by checking:

Ihttps://github.com/moves-ruth/kipro2
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Improved Automatic Verification of Probabilistic Loops

We have implemented k-induction for probabilistic loops:

KIPRO2: k-Induction for PRObabilistic PROgrams!

Given piecewise linear f, I and linear while (¢ ) { body }, kipro2 aims to verify

wplshile () { body Y] (f) C I
by checking:

1-induction: If @¢(I) C I, then return verify; otherwhise

Ihttps://github.com/moves-ruth/kipro2
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Improved Automatic Verification of Probabilistic Loops

We have implemented k-induction for probabilistic loops:

KIPRO2: k-Induction for PRObabilistic PROgrams!

Given piecewise linear f, I and linear while (¢ ) { body }, kipro2 aims to verify
wplhile () {body }] () C I
by checking:
1-induction: If @¢(I) C I, then return verify; otherwhise

2-induction: If ®¢(Pf(I) M) C I, then return verify; otherwhise

Ihttps://github.com/moves-ruth/kipro2
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Improved Automatic Verification of Probabilistic Loops

We have implemented k-induction for probabilistic loops:

KIPRO2: k-Induction for PRObabilistic PROgrams!

Given piecewise linear f, I and linear while (¢ ) { body }, kipro2 aims to verify

wplhile (@) {body }](f) C I

by checking:
1-induction: If @¢(I) C I, then return verify; otherwhise
2-induction: If ®¢(Pf(I) M) C I, then return verify; otherwhise

3-induction: If ®¢(Pf(Df(1) M1) M) C I, then return verify; otherwhise

Ihttps://github.com/moves-ruth/kipro2
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Improved Automatic Verification of Probabilistic Loops

We have implemented k-induction for probabilistic loops:

KIPRO2: k-Induction for PRObabilistic PROgrams!

Given piecewise linear f, I and linear while (¢ ) { body }, kipro2 aims to verify

wplhile (@) {body }](f) C I

by checking:
1-induction: If @¢(I) C I, then return verify; otherwhise
2-induction: If ®¢(Pf(I) M) C I, then return verify; otherwhise

3-induction: If ®¢(Pf(Df(1) M1) M) C I, then return verify; otherwhise

Ihttps://github.com/moves-ruth/kipro2
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Improved Automatic Verification of Probabilistic Loops

For Gy, given by

while (sent < N A fail < F){
{ fail := fail +1; totalFail := totalFail +1 }[0.1]{ fail := 0; sent := sent +1 } }

failed transmission successful transmission

Kevin Batz Automated Weakest Preexpectations
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Improved Automatic Verification of Probabilistic Loops

For Gy, given by

while (sent < N A fail < F){
{ fail := fail +1; totalFail := totalFail +1 }[0.1]{ fail := 0; sent := sent +1 } }

failed transmission successful transmission

We fully automatically verify that
wWp[Cprp] (totalFail) T [N < 3] - (totalFail +1) + [N > 3] - 0

by means of is 4-induction.
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Improved Automatic Verification of Probabilistic Loops

Optimal Discrete Uniform Generation from Coin Flips [Lumbroso "13]

Sample uniformly from {0, ...,n — 1} using fair coin flips only.

v=1,¢c:=0;term :=0;

while (term =0) {

vi=2-v;
{c=2-c}[1/2]{c:=2-c+1};
if (v>n){

if (c<n) {term:=1}

else {vi=v—n;ci=c—n}

Kevin Batz Automated Weakest Preexpectations
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Improved Automatic Verification of Probabilistic Loops

Optimal Discrete Uniform Generation from Coin Flips [Lumbroso "13]

Sample uniformly from {0, ...,n — 1} using fair coin flips only.

v=1,¢c:=0;term :=0;

while (term =0) {

vi=2-v;
{c=2-c}[1/2]{c:=2-c+1}; Forn € {2,3,4,5}, we automatically verify
if (v>n){

if (c<n) {term:==1} by means of 2-,3-, and 5-induction.

else {vi=v—n;ci=c—n}

}
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Improved Automatic Verification of Probabilistic Loops

k-induction is more powerful and decidable in the linear setting.
The property
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,

is provable by 2-induction.

B Automated Weakest Preexpectations
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Improved Automatic Verification of Probabilistic Loops

k-induction is more powerful and decidable in the linear setting.
The property
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
is provable by 2-induction. But: Not every upper bound is provable by k-induction:

wp[while(c=1){c=0[1/2]x:=x+1}](x) T 2x+1
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Improved Automatic Verification of Probabilistic Loops

k-induction is more powerful and decidable in the linear setting.
The property
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
is provable by 2-induction. But: Not every upper bound is provable by k-induction:
wp[while(c=1){c=0[1/2]x:=x+1}](x) T 2x+1

Wehave @, (2x +1)[Z 2x +1, @, ((Px(2x+1)M2x+1))Z 2x+1,...
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Improved Automatic Verification of Probabilistic Loops

k-induction is more powerful and decidable in the linear setting.
The property
wp[while (¢ =1){c=0[12]x:=x+1}](x) T x+1,
is provable by 2-induction. But: Not every upper bound is provable by k-induction:
wp[while(c=1){c=0[1/2]x:=x+1}](x) T 2x+1
Wehave @, (2x +1)[Z 2x +1, @, ((Px(2x+1)M2x+1))Z 2x+1,...

Solution: Invariant Synthesis

B Automated Weakest Preexpectations 5



Invariant Synthesis

Invariant Synthesis

... 1.e.,, computing superinvariants.
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Invariant Synthesis

Idea: To verify

wp[while(c=1){c=0[1/2]x:=x+1}](x) C 2x+1
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Invariant Synthesis

Idea: To verify
wp[while(c=1){c=0[1/2]x:=x+1}](x) C 2x+1

we compute an expectation I such that

1. Iis a superinvariant: ®,(I) C I
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Invariant Synthesis

Idea: To verify
wpwhile(c=1){c=0[1/2]x=x+1}](x) T 2x+1

we compute an expectation I such that
1. Iis a superinvariant: ®,(I) C I

2. Iisnot too large: I C 2x + 1.
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Invariant Synthesis

Idea: To verify
wpwhile(c=1){c=0[1/2]x=x+1}](x) T 2x+1

we compute an expectation I such that
1. Iis a superinvariant: ®,(I) C I
2. Iisnot too large: I C 2x + 1.

We then have

wp[while (c=1){c=0[1/2]x:=x+1}](x) \E/_, I

I is superinvariant
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Invariant Synthesis

Idea: To verify

wpwhile(c=1){c=0[1/2]x=x+1}](x) T 2x+1

we compute an expectation I such that
1. Iis a superinvariant: ®,(I) C I

2. Iisnot too large: I C 2x + 1.

We then have
wp[while (c=1){c=0[1/2]x:=x+1}](x) C I C
I is superinvariant I is not too large
Kevin Batz Automated Weakest Preexpectations
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Invariant Synthesis

Idea: To verify
wpwhile(c=1){c=0[1/2]x=x+1}](x) T 2x+1

we compute an expectation I such that
1. Iis a superinvariant: ®,(I) C I
2. Iisnot too large: I C 2x + 1.

We then have

wp[while (c=1){c=0[1/2]x:=x+1}](x) \%’ I C 2x+1v

I is superinvariant I is not too large

Question: How to compute [?
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Invariant Synthesis

wp[while (¢ =1){c:=0[12]x:=x+1}](x) C 2x+1
Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

Kevin Batz Automated Weakest Preexpectations
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.

Synthesizer Verifier
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.

Ie(T)
[ 1
Synthesizer Verifier
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.

Ie(T)
[ 1
Synthesizer Verifier

[ is superinvariant and not too large v*
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.

Remember:

Ie(T)
[ 1
Synthesizer Verifier (DX(I) cClI iff Vo : (DX(I) (0’) < 1(0')

[ is superinvariant and not too large v*
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Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.

Tem Remember:
[ i3
Synthesizer Verifier (DX(I) cClI iff Vo : (DX(I) (0’) < 1(0')
IC 2x+1iffVo: I(0) <2-0(x) +1
[ is superinvariant and not too large v*

Kevin Batz Automated Weakest Preexpectations 33



Invariant Synthesis

wp[while (c=1){c=0[12]x:=x+1}](x) C 2x+1

Goal: Compute I € LinExp such that ®,(I) C Iand I C 2x + 1.
Idea: Set up a template

T=[c#1]-x+[c=1]-(0-c+p-x+7)

New goal: Find appropriate «, 3,7 € Q.

Te (D Remember:
[ i3
Synthesizer Verifier D, (I) C [iff Vo: @, (I) (0’) < I(O’)
T | .
Counterexample o € States IC2x +1iffVo: I((T> <2 O'(X) +1
[ is superinvariant and not too large v*
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Invariant Synthesis

wp[while (¢ =1){c:=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®(I) C Iand I C 2x + 1.
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c =1]-(0-c+0-x+0)+[c #1] - x

Kevin Batz Automated Weakest Preexpectations
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c =1]-(0-c+0-x+0)+[c #1] - x
Verifier: cex. o(c) = 1,0(x) = 1 with ®,(I)(c) > I(0)
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®(I) C Iand I C 2x + 1.

Synthesizer: [ = [c=1]-(0-¢+0-x+0)+[c #1]-x
Verifier: cex. o(c) = 1,0(x) = 1 with ®,(I)(c) > I(0)

Rule out the cex. ¢ in all future iterations.
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c =1]-(0-c+0-x+0)+[c #1] - x

Verifier: cex. o(c) = 1,0(x) = 1 with ®,(I)(c) > I(0)

P(T) =c#1]-x+[c=1 -z (v-c+p-(x+1)+7+x)

N~
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c =1]-(0-c+0-x+0)+[c #1] - x
Verifier: cex. o(c) = 1,0(x) = 1 with ®,(I)(c) > I(0)

P(T) =c#1]-x+[c=1 -z (v-c+p-(x+1)+7+x)

1
2
(

T =c#1]-x+[c=1-(v-c+p-x+7)
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c =1]-(0-c+0-x+0)+[c #1] - x
Verifier: cex. o(c) = 1,0(x) = 1 with ®,(I)(c) > I(0)

(- 14p-(1+1)+9+1)

N~

T(0) = A+p-1+
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c =1]-(0-c+0-x+0)+[c #1] - x
Verifier: cex. o(c) = 1,0(x) = 1 with ®,(I)(c) > I(0)

o
=
=
s
I
N =

T(0) = A+p-1+
Learn constraint 1 - (v -1+ -2+ 7 +1) <wa-1+

Kevin Batz Automated Weakest Preexpectations
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Learned constraints:
T +28+7+1) <a+p+7
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1

T=[c#1]-x+[c=1]-(n-c+
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c=1]-(0-c+0-x+1)+[c #1] - x

Kevin Batz

"X 47)

Learned constraints:
Fe+28+7+1) <o+ p+
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.
S ep | — [0 — Learned constraints:
ynthesizer: [ = [c=1]-(0-c+0-x+1)+[c #1] -x

s(a+28+7+1) <a+p+
Verifier: cex. o(c) = 1,0(x) = 2 with ®,(I)(c) > I(0)

Kevin Batz

Automated Weakest Preexpectations
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c=1]-(0-c+0-x+1)+[c #1] - x Learned constraints:

s(a+28+7+1) <a+p+
Verifier: cex. o(c) = 1,0(x) = 2 with ®,(I)(c) > I(0)

P(T) =[c#1]-x+[c=1]-

N =
—

4 (x 1)+ +x)
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

e [ — [ — L d traints:
Synthesizer: [ = [c=1]-(0-c+0-x+1)+[c #1] - x %?a:{lg ionj_lf;lr;s LB+
Verifier: cex. o(c) = 1,0(x) = 2 with ®,(I)(c) > I(0)

P(T) =[c#1]-x+[c=1]-

T =[#1-x+[c=1]
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c=1]-(0-c+0-x+1)+[c #1] - x Tf?a:{lgdion?:ie;ir;tsz_i_ N

Verifier: cex. o(c) = 1,0(x) = 2 with ®,(I)(c) > I(0) :

(- 14p5-24+1)+7+1)

T(0) = A+p-2+

N~
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

Synthesizer: [ = [c=1]-(0-c+0-x+1)+[c #1] - x Tf?aTEdion?:ie;ir;tsz+ N

Verifier: cex. o(c) = 1,0(x) = 2 with ®,(I)(c) > I(0) :

(- 14p5-24+1)+7+1)

T(0) = A+p-2+

N~

Learn constraint 1 - (v - 14+ 5-3+7+1) <a-1+p-2+
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

earned constraints:
(0 +264+74+1) <a+p+7

L
1
2
1
2
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

earned constraints:
(x+28+7+1) <a+p+
(x+38+7+1) <a+28+

Synthesizer: [ = [c=1]- (0-c+1-x+1)+[c #1]-x If
2
1
2
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Invariant Synthesis

wp[while (¢ =1){c=0[1/2]x:=x+1}](x) C 2x+1
T=[c#1]-x+[c=1]-(0-c+p-x+7)
Goal: Find I € (T) such that ®,(I) C Tand I T 2x + 1.

earned constraints:
(x+28+7+1) <a+p+
(t+3+7+1) <a+2p+

Synthesizer: [ = [c=1]- (0-c+1-x+1)+[c #1]-x

L

1

- . 2
Verifier: verified! v/ %

Kevin Batz
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Invariant Synthesis

We have implemented invariant synthesis for probabilistic loops:

CEGISRO2: CounterExample Guided Synthesis for PRObabilistic PROgrams

Kevin Batz Automated Weakest Preexpectations
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Invariant Synthesis

We have implemented invariant synthesis for probabilistic loops:

CEGISRO2: CounterExample Guided Synthesis for PRObabilistic PROgrams

Given piecewise linear f, g and linear while ( ¢ ) { body }, cegispro2 aims to verify

wp[while (¢ ) {body }] (f) E g

by computing a piecewise linear expectation I with ®¢(I) C Iand I C g.
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Invariant Synthesis

We have implemented invariant synthesis for probabilistic loops:

CEGISRO2: CounterExample Guided Synthesis for PRObabilistic PROgrams

Given piecewise linear f, g and linear while ( ¢ ) { body }, cegispro2 aims to verify

wp[while (¢ ) {body }] (f) E g

by computing a piecewise linear expectation I with ®¢(I) C Iand I C g.

Using the same technique cegispro2 can also compute upper bounds on

ert[while (¢ ) { body }] (0)

by computing an ert-superinvariant.
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Invariant Synthesis

Invariant synthesis enables verifying programs with gigantic state spaces.
For Cy,p given by

while (sent < 8-107 A fail < 10) {

{ fail := fail +1; totalFail := totalFail +1 }[0.01]{ fail := 0; sent := sent +1 }}

failed transmission successful transmission
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Invariant Synthesis

Invariant synthesis enables verifying programs with gigantic state spaces.
For Cy,p given by

while (sent < 8-107 A fail < 10) {

{ fail := fail +1; totalFail := totalFail +1 }[0.01]{ fail := 0; sent := sent +1 }}

failed transmission successful transmission

We fully automatically verify that

wp[Curpl ([fail =10]) £ [sent = 0A fail = 0]-0.0001 + [(N =0 A fail =0)] - co.

in 58 seconds using 106 counterexamples.
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Invariant Synthesis

| [(((failed) <= 2.0) & ((sent) <= 2000000000.0) & ((sent) < 8000000000.0) & ((failed) < 10)] *
[ (~15525957797341567695057760649001/614843547888279600: t
| +1537069821936815201810718304251099/614843547888279600 failed
+124207671788167110807996000392059760649001/614843547888279600 + [(((failed) <= 5.0) & ((sent) <= 2000000000.0) & ((falled) <
10.0) & ((sent) < 8000000000.0) & (((failed) * -1.0) < -2)] * (- 15525957797341567695057760649001/61484354788827&«nn
+1537069821936815201810718304251099/ 7903497 failed
+155145272088539615300379330579593905637/768554434860349500312500000000000000000000000) + [(((failed) <= 7.0) & (((failed) * -1.0) < -5.0) & ((sent) <=

2000000000.0) & ((sent) < 8000000000.0) & ((failed) < 10)] * (-15525957797341567695057760649001/614843547888279600. t
141537069821936815201810718304251099/15525960149700; ailed
1 +-352181401479122274118080107750725340393/614843547888279600. ) + [((((failed) * -1.0) < -7.0) & ((sent) <= 2000000000.0) & ((sent) <
- 8000000000.0) & ((failed) < 10)] * (-15525957797341567695057760649001/614843547888279600. t
- +1537069821936815201810718304251099/155259601497002500000000000000000000+failed
! 4+-486339930616708300621427955609394113371/614843547888279600. ) + [((((sent) * —1 0) < -2000000000.0) & ((sent) <= 4000000000 0) &
((failed) <= 2.0) & ((sent) < 8000000000.0) & ((failed) < 10)] * (-78411952129800201 3105
¢ +77627832608502199960249401/31051920299400 failed +6272956407 1 310! )+
[((((sent) * -1.0) < -2000000000.0) & ((failed) <= 5.0) & ((sent) <= 4000000000.0) & ((failed) < 10.0) & ((sent) < 8000000000 0) & (((falled) * 1 0) < -2)] *
(-78411952129800201! 31051920 t +77627832608502199960249401/1560. ai
+7835422036972043459006953925863/388149003742506. ) + [(((failed) <= 7.0) & (((sent) * -1.0) < -2000000000.0) & ((sent) <= 4000000000 0)
& (((failed) * -1.0) < -5.0) & ((sent) < 8000000000.0) & ((failed) < 10)] * (-784119521298002019800499/31051920.
+77627832608502199960249401/78411 failed +-1778649123689226. 13107/31051920. ) + [((((failed) *
-1.0) < -7.0) & (((sent) x -1.0) < -2000000000.0) & ((sent) <= 4000000000.0) & ((sent) < 0) & ((failed) < 10)] *
1 (-784119521298002019800499/31051920299400! t +77627832608502199960249401/7841196005000000000000000000xfailed
+-24562003746307370728135389641149/31051920. ) + [(((sent) <= 6000000000.0) & ((falled) <= 2.0) & (((sent) *x -1.0) < -4000000000.0) &
¢ ((sent) < 8000000000.0) & ((failed) < 10)] * ( 1/156823920
+392049880! 1568239201 failed +316807 1/1568239201 ) + [(((failed) <= 5.0) &
1 ((sent) <= 6000000000.0) & (((sent) * -1.0) < -4000000000.0) & ((failed) < 10.0) & ((sent) < 8000000000.0) & (((failed) * -1.0) < -2)] *
1/1568239201 t +392049880. failed
| +395718402802224757492637/1960299001250000000000000000000) + [(((failed) <= 7.0) & (((falled) * -1.0) < -5.0) & ((sent) <= 6000000000.0) & (((sent) * -1.0) <
! _1000000000. 0) & ((Sent) < 8000000000.0) & ((failed) < 10)] * ( 1/1568239201
+392049880: failed +-898285000430174122883393/156823920100000000000000000000) + [((((falled) * -1.0) < -7.0) & ((sent) <=
6000000000.0) & (((sent) * -1.0) < -4000000000.0) & ((sent) < 8000000000.0) & ((failed) < 10)] * ( 1/1568239201 t
14392049880 failed +-1240473977262338427334331/15682392010000000000000000) + [(((failed) <= 2.0) & (((sent) * -1.0) <
-6000000000.0) & ((sent) < 8000000000.0) & ((failed) < 10)] * (-1/39601000000000000xsent +99/39601000000000000xfailed +1/4950125) + [((((sent) * -1.0) <

| —6000000000.0) & ((failed) <= 5.0) & ((failed) < 10.0) & ((sent) < 8000000000.0) & (((failed) x -1.0) < -2)] * (-1/39601000000000000*sent
+99/1990000000000+failed +7994109599/39601000000000000) + [((((sent) * -1.0) < -6000000000.0) & ((failed) <= 7.0) & (((failed) * -1.0) < -5.0) & ((sent) <
8000000000.0) & ((failed) < 10)] * (-1/39601 t +99/1 failed +-226833930001/39601000000000000) + [((((failed) * -1.0) < -7.0) & (((sent)
* -1.0) < —-6000000000.0) & ((sent) < 8000000000.0) & ((failed) < 10)] * (-1/39601000000000000xsent +99/10000xfailed +-3132431100000001/39601000000000000) +
[((! (((sent) < 8000000000.0) & ((failed) < 10.0))) & (((failed) % -1.0) <= -10.0) & ((failed) <= 10)] * (1.0) + [((! (((sent) < 8000000000.0) & ((failed) <
10.0))) & (! ((((failed) * -1.0) <= -10.0) & ((failed) <= 10)))] * (@)
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Invariant Synthesis

Invariant synthesis enables upper bounding expected runtimes.

Consider the program C modeling a race between a tortoise and a hare:
while (h <t){

t=t+1;
{skip} [1/2]{h:=1/11-[h+0)+...+1/11-[h+10) } }

2counting only the number of loop iterations
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Invariant Synthesis

Invariant synthesis enables upper bounding expected runtimes.

Consider the program C modeling a race between a tortoise and a hare:

while (h <t){
t=t+1;
{skip} [1/2]{h:=1/11-[h+0)+...+1/11-[h+10) } }

We fully automatically compute an ert-superinvariant? and obtain
ert[C](0) T [h<t]-(2/3-t—2/3-h+13/3)+[h>1]-1

in 1.3 seconds using 32 counterexamples.
2

counting only the number of loop iterations
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Conclusion

The concepts of this lecture series provide the foundations for the

automatic verification of probabilistic programs.
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Conclusion

The concepts of this lecture series provide the foundations for the

automatic verification of probabilistic programs.

Are you interested in writing a Bachelor/Master Thesis? Contact us!

B Automated Weakest Preexpectations

41


lutz.klinkenberg@cs.rwth-aachen.de
tobias.winkler@cs.rwth-aachen.de
fesefeldt@cs.rwth-aachen.de
phisch@cs.rwth-aachen.de
salmani@cs.rwth-aachen.de
kevin.batz@cs.rwth-aachen.de
thesis@i2.informatik.rwth-aachen.de

Conclusion

The concepts of this lecture series provide the foundations for the

automatic verification of probabilistic programs.

Are you interested in writing a Bachelor/Master Thesis? Contact us!

v

v vYyy

Kevin Batz

Lutz Klinkenberg (Algebraic Techniques): lutz.klinkenberg@cs.rwth-aachen.de
Tobias Winkler (Automata Theoretic Techniques):

tobias.winkler@cs.rwth-aachen.de

Ira Fesefeldth (Concurrency): fesefeldt@cs.rwth-aachen.de
Philipp Schroer (Deductive Verification): phisch@cs.rwth-aachen.de
Bahar Salmani (Bayesian Networks): salmani@cs.rwth-aachen.de

Kevin Batz (Automatic Verificaton): kevin.batz@cs.rwth-aachen.de

thesis@i2.informatik.rwth-aachen.de
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